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Abstract
Photographic evidence is becoming increasingly vulnerable to forms

of alteration and fabrication that existing legal and technical work-

flows are not well equipped to evaluate. Surveillance frames, dash-

cam stills, and phone photographs may be used to establish pres-

ence, sequence, causation, damage, or identity, yet contemporary

generative systems allow non-experts to alter or fabricate such

images through ordinary prompt-based interfaces. Existing image-

forensics benchmarks provide important resources for face manip-

ulation, classical tampering, and general synthetic-image detection,

but they are not organized around the forms of visual evidence sub-

mitted in courts, the localized edits that can change what an exhibit

appears to prove, or the consumer-tool threat model now facing the

justice system. We introduce the CIFAR Synthetic Evidence Corpus

for Detecting AI-Manipulated Images, a benchmark for evidentiary

image authentication in court and justice-system contexts. The

corpus contains 1,505 photographic items, including 720 authen-

tic controls and 785 manipulated or fabricated images, spanning

surveillance, dashcam, and consumer-photo imagery. Manipula-

tions are organized into scene-condition edits, localized element

edits, and full fabrications produced with contemporary generative

systems. Each item is released with structured metadata covering

source provenance, manipulation tier, subtype, generator, prompt

template, and scene attributes, enabling controlled evaluation be-

yond aggregate binary detection. We also establish state-of-the-art

baselines with publicly available image-manipulation detectors,

showing that current systems exhibit error profiles that remain

problematic for evidentiary use. The dataset, prompts, metadata

manifest, code, and baseline evaluation scripts are released to sup-

port research on visual evidence authentication, information in-

tegrity, and trustworthy AI for the justice system.

1 Introduction
Courts increasingly receive photographs whose authenticity can no

longer be taken for granted, including surveillance frames offered

to show that a person was present at a location, dashcam stills used

to reconstruct traffic incidents, and phone photographs submitted

to document damage, injury, possession, or the condition of a scene.

In each case, the image is not merely visual content, but evidence

whose value depends on whether the depicted scene can be trusted,

whether relevant details have been altered, and whether the image

can be situated within a reliable chain of provenance. This paper

addresses that problem as one of evidentiary image authentication,

where the task is to evaluate whether photographic evidence is

authentic, manipulated, or synthetic under conditions that resemble

legal and institutional use.

Photographs have never been self-authenticating records of re-

ality, since courts have long required them to be connected to testi-

mony, context, and procedure before they can function as evidence

[12]. Historical accounts of photographic admissibility show that

courts have repeatedly had to reconcile the apparent objectivity of

photographs with the possibility of staging, selection, distortion,

and later digital alteration [17]. The current challenge is therefore

not that visual evidence has suddenly become uncertain, but that

the practical conditions under which courts have managed that

uncertainty have changed. Evidence that once required specialized

skill to fabricate can now be altered or produced through widely

available generative systems.

Fabricated and misleading evidence is not new, yet generative

AI changes its cost, accessibility, and plausibility in ways that are

directly relevant to evidentiary workflows. Earlier forms of pho-

tographic manipulation often required specialized tools, techni-

cal expertise, or substantial effort, whereas contemporary image-

generation systems allow non-experts to produce plausible visual

alterations through ordinary prompt-based interfaces. A litigant,

witness, or third party can change scene conditions, insert or re-

move salient objects, or generate a plausible image from scratch

without the expertise that previously constrained visual forgery.

The same technological shift also creates a second evidentiary risk,

since genuine evidence may be dismissed as fabricated precisely

because fabrication itself has become credible. This is the dynamic

Chesney and Citron [3] describe as the liar’s dividend, and it places

pressure on courts and related institutions not only to detect false

evidence, but also to preserve confidence in authentic evidence.

Recent legal developments show that this concern has moved

beyond speculation, as courts and judicial organizations are now

confronting acknowledged and suspected AI-generated material, in-

cluding fabricated legal authorities, synthetic media, and allegedly

manipulated exhibits. In Mata v. Avianca [22], generative AI pro-

duced plausible but non-existent legal authorities that were sub-

mitted in litigation, illustrating how synthetic material can enter

formal legal processes when verification fails. More directly for

visual evidence, judicial and legal scholarship has begun to exam-

ine how courts should handle acknowledged and unacknowledged

AI-generated evidence, while court-focused organizations have
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warned that synthetic evidence may affect public trust in judicial

proceedings [4]. These developments make evidentiary image au-

thentication a timely problem for legal institutions and for compu-

tational researchers working on information integrity, provenance,

verification, and trustworthy decision support.

The evidentiary risk is not limited to fully synthetic images, be-

cause in many legal settings the more consequential manipulation

is a localized or contextual edit to an otherwise ordinary photo-

graph. A person may be removed from a surveillance frame, a road

sign or traffic signal may be changed in a dashcam still, or visible

damage may be added to or removed from a phone photograph.

Such edits can alter what an image appears to prove while pre-

serving most of its visual content, which makes them difficult for

lay observers [1, 19] and also difficult for detectors trained mainly

on whole-image synthesis or face-centered deepfakes. For eviden-

tiary authentication, the relevant question is therefore not simply

whether an image was generated by AI, but whether verification

systems can identify the forms of manipulation that change the

informational and evidentiary meaning of a visual item.

Existing datasets do not adequately support this domain. Face-

deepfake corpora have enabled important progress in synthetic-

media detection, but they primarily address identity, expression, and

facial manipulation rather than scene-level photographic evidence.

General image-tampering datasets capture classical operations such

as splicing, copy-move, and removal, but many predate prompt-

driven consumer generation and do not reflect the artifacts, work-

flows, or editing patterns now available to non-experts. Other pub-

lic resources provide authentic surveillance, driving, or consumer

imagery, yet they do not provide controlled AI-generated manipu-

lations, prompt metadata, generator metadata, or benchmark-ready

labels. What is missing is a public resource for evaluating authenti-

cation systems on evidentiary image families, realistic manipulation

types, consumer-interface generation, structured provenance, and

detector behavior under conditions relevant to institutional use.

We introduce the CIFAR Synthetic Evidence Corpus for De-

tecting AI-Manipulated Images, a dataset and benchmark for evi-

dentiary image authentication. The corpus contains 1,505 photo-

graphic items, including 720 authentic controls and 785 manipu-

lated or fabricated images. It spans three families of visual evidence,

namely surveillance imagery, dashcam stills, and consumer pho-

tographs. Manipulations are organized into three tiers covering

scene-condition changes, localized element edits, and complete fab-

rication. The manipulated images are produced using contemporary

generative systems from multiple organizations, and each item is

paired with metadata describing its source provenance, evidentiary

family, manipulation tier, generator, prompt template, and scene

attributes.

This paper makes four contributions. First, it releases a bench-

mark corpus of authentic and AI-manipulated photographic evi-

dence across surveillance, dashcam, and consumer-photo imagery.

Second, it introduces a manipulation taxonomy grounded in eviden-

tiary practice, with particular attention to localized edits that can

alter the meaning of a visual exhibit while leaving most of the scene

intact. Third, it provides a generation pipeline based on a realistic

non-expert consumer-tool threat model. Fourth, it reports a zero-

shot benchmark of off-the-shelf detectors, showing that current

systems exhibit error profiles that remain problematic for eviden-

tiary use. The corpus, manifest, and code are available at https:

//github.com/UofT-CIFAR/Synthetic-Evidence-Image-Corpus.

2 Distinction from Existing Resources
Our corpus is positioned not as a replacement for existing image-

forensics benchmarks but as a complementary resource for a dif-

ferent evaluation setting. Prior resources have been essential for

studying face manipulation, generic image tampering, and the ro-

bustness of synthetic-image detectors, yet they do not directly

support evaluation under the evidentiary conditions that motivate

this work. The distinction lies in the object of authentication, the

manipulation model, the source imagery, and the kinds of metadata

needed for controlled analysis.

Different object of authentication. Mostwidely used forgery bench-

marks define authenticity around either faces or general natural

images. Face-manipulation corpora such as FaceForensics++, Celeb-

DF, DFDC, ForgeryNet, and OpenForensics [8, 14–16, 20] have

enabled substantial progress, especially for identity replacement,

expression manipulation, and facial reenactment. These resources

remain highly valuable, but their central object is the face rather

than the evidentiary scene. Our corpus instead treats the photo-

graph as a visual claim about an event, location, object, or condition.

The relevant question is therefore not only whether an image con-

tains synthetic traces, but whether the information carried by a

photographic exhibit has been altered in a way that changes what

the image can be taken to prove.

Different manipulation model. General image-tampering bench-

marks such as CASIA [9] and the NIST Media Forensics Challenge

datasets [13] provide important coverage of splicing, copy-move, re-

moval, and other classical manipulation operations. These datasets

are closely related to the goals of media forensics, and OpenMFC

in particular has legal-adjacent relevance. However, many of these

resources reflect an editing paradigm that predates current con-

sumer generative systems. The manipulation process in our corpus

is organized around prompt-driven image editing and generation,

where a non-expert can request a scene-level change, a localized

element edit, or a complete fabrication through an ordinary inter-

face. This matters because detectors may respond differently to

artifacts produced by classical editing, GAN or diffusion synthesis,

and contemporary instruction-following image models [2, 5]. Our

benchmark therefore complements classical tampering resources

by covering the consumer-interface threat model that now defines

a growing portion of evidentiary risk.

Different evidentiary substrate. Several public datasets provide
authentic imagery that resembles material encountered in institu-

tional settings, including VIRAT and UCF-Crime for surveillance

video [18, 21], BDD100K for driving scenes [23], and CASIA for

consumer photographs [9]. These datasets are useful as source ma-

terial, but they are not themselves authentication benchmarks for

AI-generated evidentiary manipulation because they do not pair

authentic controls with controlled synthetic edits, generation meta-

data, or manipulation labels. Our corpus builds on this ecosystem

by converting such authentic sources into a benchmark organized

around evidentiary families.

Different unit of analysis. Existing benchmarks often support ag-

gregate detection performance, but evidentiary use requires more

2
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Table 1: Manipulated image corpus by family, source, and manipulation tier. T1 alters scene conditions and T2 inserts or
removes a salient element. T3 fabricates a complete image from a single family-specific prompt with no source frame.

Family Source dataset(s) T1 (scene conditions) T2 (element edit) T3 Total

Surveillance
VIRAT, UCF-Crime

Time of day 30 Swap object 28

45 264Weather 28 Remove person 26

Lighting 29 Remove signage 25

Crowd density 30 Add person 23

Dashcam BDD100K

Time of day 29 Remove sign 30

45 255Weather 27 Traffic-light color 27

Lighting 29 Remove vehicle 27

Crowd density 27 Add hazard 14

Consumer

photos
CASIA

Time of day 30 Add object 29

45 266Weather 30 Remove damage 28

Lighting 30 Swap object 25

Crowd density 30 Add damage 19

Total 349 301 135 785

granular analysis. A detector that performs well on fully synthetic

images may still fail on a localized edit that removes a person,

changes a sign, alters weather, or modifies visible damage. Sim-

ilarly, a detector with high overall accuracy may be unusable in

an evidentiary workflow if it produces too many false positives

on authentic images. Our corpus is therefore organized to support

analysis by evidentiary family, manipulation tier, manipulation

subtype, source dataset, generator, prompt template, and scene at-

tributes. This structure allows the community to ask which kinds

of evidentiary changes are detectable, which are missed, and which

authentic images are wrongly impugned.

Relationship to legal scholarship. Legal scholarship has increas-

ingly argued that courts need more robust ways to handle ac-

knowledged and unacknowledged AI-generated evidence, includ-

ing stronger gatekeeping, earlier resolution of authenticity dis-

putes, and greater attention to the risks created by synthetic media

[3, 6, 7, 11, 12]. That literature establishes the institutional prob-

lem, but it does not provide the empirical infrastructure needed

to measure how authentication systems perform on photographic

evidence of the kind courts may encounter. Our corpus addresses

this missing empirical layer. It does not claim that detection alone

can solve the legal problem, but it gives researchers a benchmark

for evaluating the reliability, failure modes, and limits of detection

systems in a setting aligned with evidentiary practice.

3 Resource Design and Construction
Our proposed corpus is designed for evidentiary image authenti-

cation rather than general synthetic-image detection. This setting

requires a benchmark that represents the kinds of photographs

submitted in legal and institutional contexts, includes manipula-

tions that can change the evidentiary meaning of an image, reflects

the consumer-tool threat model through which non-experts can

now produce plausible edits, and provides metadata that supports

controlled analysis beyond aggregate binary classification.

We operationalize these requirements along four axes. First, the
corpus covers three evidentiary image families, namely surveillance,

dashcam imagery, and consumer photographs. These families differ

(a) Authentic source (b) T1: weather edit

(c) Authentic source (d) T2: person added

Figure 1: Example manipulations. Top: Tier-1 scene-
condition edit adds snow to a dashcam frame (a→b).
Bottom: Tier-2 localized edit inserts an additional person into
a surveillance frame (c→d).

in viewpoint, compression, resolution, scene structure, and eviden-

tiary function, so treating them as explicit benchmark dimensions

allows detector performance to be measured under more realistic

conditions. Second, the corpus distinguishes three manipulation

tiers. Tier 1 changes scene conditions such as time of day, weather,

lighting, or crowd density while preserving the main scene content.

Tier 2 inserts, removes, or changes an evidentiary salient element

such as a person, vehicle, sign, hazard, or visible damage. Tier 3

fabricates a complete image from a text prompt with no source

photograph. Figure 1 shows representative before-and-after pairs:

a Tier-1 weather change to a dashcam frame and a Tier-2 inser-

tion of a person into a surveillance scene. Third, the corpus uses
consumer-accessible generative systems from multiple organiza-

tions so that the benchmark does not depend on the artifacts of

a single model or provider. Fourth, each artifact is released with

metadata describing its source, evidentiary family, manipulation

tier and subtype, generator, prompt, and scene attributes.

3
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Table 2: Performance of off-the-shelf detectors.

Detector Acc. Prec. Rec. FPR ROC-AUC PR-AUC

d3 0.616 0.696 0.469 0.224 0.674 0.684

univfd 0.573 0.686 0.336 0.168 0.643 0.633

drct 0.535 0.647 0.238 0.141 0.621 0.642

cnnspot 0.478 0.500 0.003 0.003 0.639 0.587

For constructing the corpus, we first defined a fixed set of prompt

templates, each tied to a family, tier, and subtype. The templates

were written to model a non-expert using a consumer image gener-

ation interface. Each prompt requests a single scoped change, asks

the model to preserve all other scene content, and aims to produce

a plausible evidentiary image rather than an arbitrary edit. The

final prompt set contains 27 templates spanning the three families

and three tiers.

We then constructed a source pool from public datasets matched

to the evidentiary families. Surveillance images are drawn from

VIRAT [18] and the normal-activity subset of UCF-Crime [21], dash-

cam stills from BDD100K [23], and consumer photographs from

CASIA v2.0 [9]. Surveillance imagery is intentionally drawn from

two sources so that detectors cannot rely on the visual signature

of a single dataset as a proxy for authenticity. Tier 1 and Tier 2

items require authentic source frames; Tier 3 items are generated

directly from prompts. For the source-based tiers, we computed

quotas from the prompt templates and generation matrix, broken

down by family, pool, tier, and required scene attributes. Candidate

frames were then streamed from the source datasets. Up to three

deterministic timestamps were sampled from each VIRAT and UCF-

Crime video, one keyframe was sampled from each BDD100K clip,

and each CASIA image was treated as one candidate frame. Each

candidate was tagged with a local vision model that recorded gen-

eral attributes such as time of day, weather, lighting, and number

of people, together with family-specific attributes such as signage,

traffic-light state, vehicle presence, hazards, and visible damage. A

frame was retained only when its tags matched an unfilled quota.

No source frame is reused anywhere in the corpus.

Manipulated items were generated by applying the appropriate

prompt template to the assigned source frame for Tier 1 and Tier 2,

or from the prompt alone for Tier 3. The main corpus uses GPT

Image 2, Gemini 3.1 with Nano Banana 2, and Firefly 5. GPT Image 2

and Gemini 3.1 were accessed through APIs, while Firefly 5 was

accessed through its consumer interface. The corpus also includes

a smaller Hero set produced through iterative human-in-the-loop

refinement in Photoshop and ChatGPT. The main variants model

ordinary single-pass manipulation, while the Hero set models a

higher-effort adversary willing to manually refine an image.

4 Dataset Content and Benchmarking
To establish reference points for future work, we evaluate pub-

licly available image-manipulation detectors on the corpus in a

zero-shot setting. Each detector scores every image once using its

releasedweights and default decision threshold, with no fine-tuning,

and we report both threshold-free metrics (ROC-AUC, PR-AUC),

which rank detectors independently of any operating point, and

threshold-dependent metrics (accuracy, precision, recall, FPR) at

each detector’s shipped default. The evaluation uses the DetectZoo

framework [10] and treats the task as binary authentication over all

1,505 items. The detectors span released synthetic-image detectors:

a diffusion-reconstruction method (d3), a CLIP-feature classifier

(univfd), a diffusion-reconstruction contrastive detector (drct),

and a CNN-based GAN-artifact detector (cnnspot).

Across all systems, performance is low: the best detector, d3,

reaches only 0.674 ROC-AUC, and the rest sit near chance (Table 2).

This is the central benchmarking result—off-the-shelf detectors,

trained predominantly on fully synthesized GAN or diffusion im-

agery, transfer poorly to the localized edits and consumer-tool ma-

nipulations that characterize evidentiary content. Default operating

points are also poorly aligned with evidentiary use: at its shipped

threshold d3 catches fewer than half of all manipulations (47% re-

call) yet wrongly flags 22% of authentic images as manipulated, and

falsely impugning genuine evidence is the more damaging error in

court. A benchmark for evidentiary authentication must therefore

report this error structure, not only aggregate accuracy.

A breakdown of the strongest detector, d3, illustrates the diag-

nostic value of the corpus design. Performance is uneven in ways

that track evidentiary structure rather than overall difficulty. By

family, dashcam imagery is markedly harder than surveillance or

consumer photographs (AUC 0.55 versus 0.69 and 0.78). By genera-

tor, detectability varies sharply: items from one consumer model are

far less detectable than another’s (per-generator recall ranging from

0.46 to 0.71), confirming that the corpus exposes cross-generator

generalization gaps. The high-effort Hero set is the most reveal-

ing case: manually refined Photoshop edits receive extremely low

manipulation scores, the lowest scoring at 0.04, and slip past the

detector entirely, direct evidence that a motivated, hands-on ad-

versary can defeat current systems. These findings position the

corpus as a diagnostic benchmark for studying not just whether

authentication systems succeed, but where they fail and which

failure modes matter for evidentiary use.

5 Concluding Remarks
This paper introduces the CIFAR Synthetic Evidence Corpus for

Detecting AI-Manipulated Images, a benchmark for studying ev-

identiary image authentication in court and justice-system con-

texts. This open resource addresses a gap between existing image-

forensics benchmarks and the forms of photographic evidence that

legal institutions increasingly need to assess, including surveil-

lance, dashcam, and consumer-photo imagery manipulated through

contemporary generative tools. By organizing the corpus around

evidentiary families, manipulation tiers, generators, prompt tem-

plates, and source provenance, the dataset supports diagnostic eval-

uation rather than only aggregate detection. The state-of-the-art

baselines show that current detectors remain uneven in ways that

matter for evidentiary use, particularly around localized edits and

false-positive behavior on authentic images. By releasing the data,

prompts, manifest, code, and benchmark scripts, we aim to provide

a shared resource for research on visual evidence authentication,

information integrity, and trustworthy AI in the justice system.
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