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ABSTRACT
Neural ranking models have become the backbone of modern infor-
mation retrieval systems, yet they remain vulnerable to adversarial
manipulation. This paper introduces Few-Shot Adversarial Prompt-
ing (FSAP), a novel framework that leverages large language models
(LLMs) to generate harmful, high-ranking adversarial documents
without access to model gradients or internal states. Unlike prior at-
tacks that modify existing documents or rely on handcrafted templates,
FSAP exploits in-context learning to synthesize realistic adversarial
documents conditioned on a small support set of previously seen
harmful examples. We propose two variants: FSAPIntraQ, which uses
examples from the same query, and FSAPInterQ, which transfers
adversarial patterns across unrelated topics. Through comprehensive
evaluation on the TREC 2020 and TREC 2021 Health Misinfor-
mation Tracks and across four neural rankers, we show that FSAP
achieves superior attack effectiveness, strong stance fidelity, and
high undetectability. Our findings demonstrate that FSAP generalizes
across different LLMs, posing a transferable and scalable threat
model for neural retrieval systems.

1 INTRODUCTION
Ensuring the integrity and accuracy of the results presented to
searchers by Information Retrieval (IR) systems is crucial, particularly
in sensitive domains like health and politics. Despite recent advances
in Neural Ranking Models (NRMs), studies have shown that these
methods still suffer from a lack of robustness and are vulnerable
to adversarial attacks [3, 7, 19, 20, 38]. These attacks, commonly
known as black-hat search engine optimization or web spamming, are
designed to find human-imperceptible perturbations to maliciously
manipulate existing target documents to deceive the ranking algorithm
to rank targeted document in a higher ranking position, increasing the
probability that searchers will be exposed to the malicious content
they contain [23].

In the past, adversarial attacks may have taken the form of term
spamming, which involves the intentional insertion of a cluster
of query-related keywords into a targeted document through term
repetition, with the hope of deceiving a retrieval system to rank the
target document in a higher/better ranking position [5, 16, 30]. While
these methods can deceive ranking models, spam detection tools can
generally detect and filter term spamming and other simplistic attacks,
protecting searchers from exposure to them. However, documents
manipulated by recent state-of-the-art adversarial attack models are
now capable of bypassing these spam detection mechanisms and
are often imperceptible to both human evaluators and automated
systems, thereby undermining the robustness and integrity of modern
retrieval systems [3, 7].

With the rise of Large Language Models (LLMs), several recent
works have raised concerns about LLMs being adopted to generate
misinformation at scale [6, 15, 36, 42]. For example, Chen and Shu
[6] demonstrated how both ChatGPT and open-source models like
Llama2 can be used to produce misinformation in arbitrary settings
(generating content from scratch) or controlled settings (rewriting

misleading documents or inverting facts in factual texts). Hu et al.
[15] employed GPT-4o-mini and LLaMA-3.1 to generate misinfor-
mation news articles and investigate their impact on recommender
systems. Their findings showed that the presence of LLM-generated
misinformation led to fake news being ranked above real news and
as a result distorts recommendation outputs. The findings of these
studies underscore the growing threat posed by LLMs, which can
produce content that is both persuasive and difficult to be detected
with existing safeguards. While human-generated disinformation
has traditionally been constrained by the cost and effort of manual
creation [18, 33], LLMs enable scalable, low-cost generation of
deceptive content which significantly amplifies the risk.

Building on prior research that generate counterfactual text by
simply prompting the LLMs, this paper investigates how to instruct
LLMs, within a few-shot framework, to autonomously generate adver-
sarial content tailored to deceive NRMs. Unlike previous studies that
have primarily focused on altering existing documents for attacking
NRMs, we introduce a new threat landscape for NRMs by proposing a
Few-Shot Adversarial Prompting (FSAP) framework for harm-
ful document generation. Instead of relying on document-specific
editing or query-only generation, in our threat model an adversary
instructs LLMs with few previously annotated human generated
harmful documents from different queries to generate new counter-
factual documents that are structured convincingly and seamlessly to
convey adversarial content in response to a new target search query.
This design supports generalization across queries and does not
require task-specific supervision for the target query. By leveraging
LLMs’ generalization abilities, we demonstrate that such few-shot
adversarial prompts can reliably induce the model to generate harm-
ful counterfactual documents that are capable of ranking higher than
authentic and accurate sources (see Figure 1).

Our proposed work is grounded in the observation that LLMs
possess strong in-context generalization abilities and can internalize
stylistic, structural, and semantic patterns from limited examples
without explicit fine-tuning [4, 22]. We hypothesize that an adversary
can exploit these properties to generate high-quality adversarial
content by prompting the model with a small number of previously
observed harmful query-document pairs. This strategy assumes only
black-box access to a language model and a modest collection of
known examples. Based on these assumptions, our FSAP framework
constructs structured prompts by concatenating several harmful
examples, which serve as implicit behavioral cues for the model.
When conditioned on a new search query, the model draws on these
few-shot examples to generate a document that is grammatically
fluent, topically relevant, and stylistically natural yet subtly embeds
misleading or false information. The success of the attack is measured
by the model’s ability to produce documents that are ranked higher
than accurate, credible content by a target neural ranking system.
FSAP supports two instantiations: one focused on single-topic attacks
using examples from the same query to enhance coherence, referred
to as FSAPIntraQ, and another that enables broader generalization by
using examples drawn from unrelated topics, denoted by FSAPInterQ.
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Figure 1: Illustration of LLM-based pool poisoning. As LLMs are prompted with adversarial intent, they generate adversarial harmful
documents that poison the document pool. These LLM-generated texts, when added to the pool of documents, can deceive NRMs and
appear above credible content, increasing user exposure to adversarial content.

Both instantiations of FSAP do not require any fine-tuning or internal
access to the LLM model, making them a realistic and scalable
mechanism for adversarial document generation in retrieval settings.

To evaluate our proposed framework, we conduct experiments
using the TREC 2020 and TREC 2021 Health Misinformation Tracks,
which are the only collections available that provide target queries
alongside gold standard helpful and harmful documents labeled for
relevance, correctness, and credibility by human annotators. Our
experimental results reveal that LLM-generated adversarial docu-
ments created by our proposed FSAP framework across different LLM
models can deceive state-of-the-art NRMs to rank the adversarially
generated content above credible factual documents. Specifically,
the FSAPInterQ variant of our framework is particularly effective,
with the generated harmful documents achieving a Mean Helpful
Defeat Rate of 90% on average across various NRMs, compared
to the helpful counterparts. In addition, the high undetectability of
these adversarial documents compared to baselines highlights the
effectiveness of our method in enabling realistic and effective attacks.

More concretely, the contributions of our work in this paper
include:

(1) We propose Few-Shot Adversarial Prompting (FSAP), a
framework that leverages LLMs to generate adversarial docu-
ments. FSAP leverages a small number of harmful examples
to generate new adversarial content capable of ranking above
credible factual documents. It supports two instantiations:
FSAPIntraQ, which uses multiple harmful documents from
the same query, and FSAPInterQ, which transfers adversarial
patterns from unrelated queries.

(2) Through extensive experiments on the TREC 2020 and TREC
2021 Health Misinformation Tracks, we show that adversarial
documents generated via FSAP can rank above credible, helpful
ones when ranked by state-of-the-art neural rankers.

(3) We conduct a detailed analysis of the generated harmful con-
tent, evaluating stance alignment, stylistic diversity, and rank-
ing success across multiple synthetic variants. Our findings
highlight not only the effectiveness but also the evasiveness
of FSAP-generated documents pointing to the need for further
NRMs robustness in face of adversarial attacks using LLMs.

2 RELATED WORK
Adversarial Manipulation Attacks in Neural Ranking Models.
With the advancement of neural ranking models, and their remarkable
performance, there has been a significant shift from traditional term-
frequency-based methods to neural ranking models. Recently, there
has been a growing attention towards assessing the robustness of
these models against black-hat SEO and web spamming attacks
[14, 27]. These adversarial attacks aim to manipulate an existing
target document to deceive the model into ranking the perturbed
document higher and thereby increase its exposure to the users [5].
Adversarial attacks can be classified into traditional term spamming
attacks, word-level attacks [29, 37, 38], sentence-level attacks [3, 7],
and trigger generation attacks [19, 37].

There are also various studies that apply these attack strategies in
different contexts. For instance, Liu et al. [20] developed a framework
that uses reinforcement learning to manipulate documents, improving
the ranking position of the target document for similar queries by
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employing existing strategies [19, 38]. Another study by Liu et al.
[21] proposes a framework that integrates various attack methods
through reinforcement learning, using GPT-4’s fluency as a reward
function to manipulate documents. All of these attacking strategies
are applied on a set of already existing malicious target documents
and are not used to generate adversarial content. Our approach
diverges by crafting counterfactual documents to poison the pool of
documents with newly introduced adversarial documents.
LLM-Generated Adversarial Text Generation. There have also
been an increasing number of papers that investigate the use of
LLMs to generate persuasive misleading content using prompting
strategies that vary in terms of specificity and content grounding
[12, 15, 26, 36]. The rewriting-based approach [12, 15, 36] show that
misleading narratives can be rewritten to appear more credible by
mimicking the linguistic style of credible sources. Paraphrasing-based
strategies [12, 15, 36] aim to rephrase harmful content to increase
lexical diversity or evade detection mechanisms, while preserving
its deceptive intent. The fact inversion approach prompts LLMs
to produce counterfactual claims by corrupting factual assertions
within authentic documents [26, 36, 41]. Several studies explore the
zero-shot generation of adversarial content by prompting LLMs to
hallucinate coherent but false documents based only on a narrative
or false stance without reference content [15, 26, 36].

Despite this progress, the impact of such LLM-generated adversar-
ial documents on NRMs remains largely unexplored. Existing studies
focus primarily on LLM-generated counterfactual and misleading
content, without ever examining its downstream effect on document
ranking. This paper proposes a method for adversarial document
generation that introduces new documents into the candidate pool
and investigates not only the impact of this method but also other
baselines on the ranking process.

3 METHODOLOGY
We present FSAP, a novel, input-level adversarial framework that
exploits the in-context learning abilities of Large Language Models
(LLMs) to generate syntactically coherent, semantically plausible,
yet factually misleading documents. These adversarial documents
are constructed to deceive NRMs into ranking them above credible,
factually correct documents. Unlike prior adversarial retrieval attacks
that rely on token-level perturbations [37, 38], sentence-level manipu-
lation [7], or supervised fine-tuning [19, 37], FSAP is model-agnostic,
requires only black-box access to the LLM, and operates entirely
via few-shot prompting, aligning with the rapidly growing class of
black-box LLM exploitation techniques [31, 40].

FSAP draws theoretical grounding from meta-learning and in-
context learning literature [4, 13, 22], where LLMs are shown
to behave as conditional function approximators capable of per-
forming complex reasoning and pattern reproduction from a small
number of exemplars. These capabilities allow FSAP to create context-
conditioned document-level attacks that are scalable, few-shot trans-
ferable, and difficult to detect via standard content moderation
pipelines.

3.1 Problem Setup and Adversarial Objective
Let Q = {𝑞1, 𝑞2, ..., 𝑞𝑁 } denote a set of natural language search
queries and D denote the corpus of documents. For any query 𝑞 ∈ Q,

let D+
𝑞 = {𝑑+(1)𝑞 , ..., 𝑑

+(𝑛)
𝑞 } represent a set of helpful (factual and

credible) documents, and D−
𝑞 = {𝑑−(1)

𝑞 , ..., 𝑑
−(𝑚)
𝑞 } denote a set of

known harmful (misleading or false) documents.
We assume access to: (1) A black-box generative language model

M𝜃 : X → Y, parameterized by 𝜃 , which maps an input sequence
𝑥 ∈ X to a textual output 𝑦 ∈ Y; (2) A target neural ranking model
R : Q × D → R that assigns a relevance score to each query-
document pair, and (3) A small support set S− = {(𝑞𝑖 , 𝑑−𝑞𝑖 )}

𝑘
𝑖=1 of

query-document pairs, where each 𝑑−𝑞𝑖 is a human-annotated harmful
document for query 𝑞𝑖 . The attacker’s goal is to craft an adversarial
document 𝑑−𝑞 for a target query 𝑞 such that: (i) 𝑑−𝑞 is syntactically
fluent and stylistically similar to human-authored content; (ii) 𝑑−𝑞 is
topically coherent with 𝑞 yet introduces false, biased, or misleading
information; and, (iii) The relevance score assigned by R satisfies:

R(𝑞, 𝑑−𝑞 ) > max
𝑑∈D+

𝑞

R(𝑞, 𝑑)

This objective is formalized using an expected indicator loss:

L𝑎𝑑𝑣 (𝑞) = EG

[
1

{
R(𝑞, 𝑑−𝑞 ) > max

𝑑∈D+
𝑞

R(𝑞, 𝑑)
}]

where G denotes the stochastic generation process governed by the
LLM M𝜃 under adversarial prompting.

3.2 Few-Shot Prompt Construction and LLM
Conditioning

To instantiate the adversarial generation process, we define a prompt
function P𝑎𝑑𝑣 that converts the support set S− into a structured
input sequence interpretable by M𝜃 :

P𝑎𝑑𝑣 =

𝑘⊕
𝑖=1

Format(𝑞𝑖 , 𝑑−𝑞𝑖 )

where
⊕

denotes sequential concatenation and Format(·) encodes
query-document pairs using a natural language template (e.g., “Query:
... \n Document: ...”). The LLM is then conditioned on the target query
𝑞 and adversarial prompt P𝑎𝑑𝑣 to produce the candidate adversarial
document:

𝑑−𝑞 ∼ M𝜃 (P𝑎𝑑𝑣, 𝑞)
This prompt-conditioning mechanism can be interpreted through

a Bayesian lens, where P𝑎𝑑𝑣 acts as a contextual prior over the
output distribution 𝑝 (𝑦 | 𝑞) [39]. As a result, 𝑑−𝑞 inherits stylistic and
semantic properties of the harmful examples in S− .

3.3 Intra-Query Prompting (FSAPIntraQ)
In this first instantiation, we assume the attacker has access to
multiple harmful examples associated with the same target query 𝑞∗.
Therefore, given the repository of query-specific harmful documents
D−

𝑞∗ for 𝑞∗, its intra-query support set can be defined as:

S−
intra = {(𝑞∗, 𝑑−(1)

𝑞∗ ), (𝑞∗, 𝑑−(2)
𝑞∗ ), . . . , (𝑞∗, 𝑑−(𝑘 )

𝑞∗ )}

The few-shot prompt is then constructed from this homogeneous
support set as:

Pintra =

𝑘⊕
𝑖=1

Format(𝑞∗, 𝑑−(𝑖 )
𝑞∗ )
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The adversarial generation proceeds as:

𝑑−𝑞∗ = M𝜃 (Pintra, 𝑞
∗)

This setting aligns with few-shot learning under homogeneous sup-
port where examples share task identity shown to improve generation
quality and topic fidelity [4, 22]. It encourages the model to replicate
not only topic-relevant lexical structures but also specific rhetorical
patterns, such as sensationalism or pseudoscientific framing [34].
This strategy benefits from tight semantic control and high in-topic
coherence but is bounded by the availability of labeled adversarial
samples tied to the target query. This makes FSAPIntraQ ideal for
amplification attacks on known adversarial topics [2, 34].

3.4 Inter-Query Prompting (FSAPInterQ)
In this more general instantiation, we assume no prior harmful
content exists for the target query 𝑞∗. Instead, the attacker constructs
the prompt from unrelated queries:

S−
inter = {(𝑞1, 𝑑−𝑞1 ), (𝑞2, 𝑑

−
𝑞2 ), . . . , (𝑞𝑘 , 𝑑

−
𝑞𝑘
)}

where S−
inter is a cross-topic support set consisting of diverse

query-document pairs. The few-shot prompt is then constructed as:

Pinter =
𝑘⊕
𝑖=1

Format(𝑞𝑖 , 𝑑−𝑞𝑖 )

The adversarial document for target query 𝑞∗ is generated via:

𝑑−𝑞∗ = M𝜃 (Pinter, 𝑞
∗)

FSAPInterQ relies on the transferability of adversarial structures
and rhetorical patterns [4, 34] across semantically diverse topics,
and is suited for low-resource, few-shot adversarial scenarios. This
formulation primarily relies on the cross-topic generalization capacity
of the LLM, relying on the LLM to project latent adversarial priors
(e.g., persuasive tone, manipulative structure) to a semantically
disjoint query. This mode builds on recent findings in instruction
transfer and meta-instruction prompting [17, 35], where LLMs exhibit
emergent generalization across heterogeneous prompts. FSAPInterQ
requires no prior attack history for a given topic, making it suitable
for few-shot poisoning. Though it may introduce slight topic drift,
our findings (in the evaluation section) show that it often generates
highly persuasive and deceptively aligned outputs, particularly when
harmful exemplars share similar stylistic features.

It is important to note that a key property of FSAP is that it requires
no gradient access, fine-tuning, or internal instrumentation of the
LLM. This black-box interaction model makes FSAP transferable
across model families (e.g., GPT, DeepSeek) and applicable to
any NRM R whose scoring function is sensitive to surface fluency
and semantic alignment. Theoretically, FSAP can be interpreted as
inducing a document-level adversarial distribution P𝜃𝑎𝑑𝑣 over the
LLM’s output space, conditioned on P𝑎𝑑𝑣 and query 𝑞:

𝑑−𝑞 ∼ P𝑎𝑑𝑣
𝜃

(· | 𝑞,P𝑎𝑑𝑣)
This adversarial distribution can be used to characterize the

decision boundary vulnerabilities ofR, similar to adversarial example
theory in vision [1, 32] but instantiated at the level of textual content
semantics.

4 EXPERIMENTAL SETUP
Our data, prompts, and code are publicly accessible at our repository1.

4.1 Datasets
Benchmark Datasets. To evaluate the effectiveness of FSAP, we
require test collections that go beyond traditional relevance assess-
ments and explicitly distinguish between helpful and harmful content.
In adversarial scenarios, it is critical to measure not only whether
a document is relevant to a query but also whether it is accurate,
credible, and aligned with trustworthy information. However, most
large-scale information retrieval benchmarks such as MS MARCO
[24] and various TREC Web and Deep Learning tracks [10, 11]
are not suitable for this purpose, as their annotations are limited to
topical relevance and do not account for factual correctness or the
potential presence of misinformation.

To meet the specific requirements of our evaluation, we conduct
experiments using the TREC 2020 and TREC 2021 Health Misin-
formation Tracks [8, 9]. These collections are uniquely designed
to assess IR systems in high-stakes domains such as public health,
where the goal is not merely to retrieve relevant information, but to
prioritize content that is both correct and credible, while penalizing
the ranking of misleading or harmful documents. Each document in
these test collections is manually labeled by expert annotators with
credibility-focused judgments categorized as “helpful,” “harmful,” or
“neutral” based on its factual alignment, trustworthiness, and utility
with respect to a health-related query. This makes them particularly
well-suited for evaluating adversarial attacks like those generated
by FSAP, where the key concern is whether adversarially generated
content can outrank verified, helpful sources.

The TREC 2020 test collection comprises 46 coronavirus pan-
demic (COVID-19) related topics each asking questions about
COVID-19 treatments (“Can vitamin D cure COVID-19?”); the
corpus for this collection consists of news documents from the Com-
mon Crawl dataset2 that covered the first four months of 2020. The
TREC 2021 test collection comprises 35 topics each proposing a
treatment for a general medical condition (“Is the Hoxsey treatment
a good cure for cancer?”); the corpus for this collection consists
of the “noclean” version of the C4 dataset3. In both TREC test
collections, a topic includes both a keyword query, which might have
been typed into a traditional search engine, and a longer description
field containing a natural-language question. Each topic also includes
a binary stance indicating whether the proposed treatment helps the
medical condition or not.

Each topic has an associated set of assessed documents, labeled
according to their correctness, credibility, and usefulness in answering
the associated question. In the TREC 2020 dataset, documents are
assigned preference codes ranging from -2 to 4, while in TREC 20201,
documents receive preference codes ranging from -3 to 12. These
preference codes combine individual labels indicating correctness,
credibility, and usefulness into a single code for evaluation purposes.
Larger codes indicate more helpful documents, while negative codes
indicate disinformation (“harmful documents”).

1https://anonymous.4open.science/r/fsap-attack-010F/
2https://commoncrawl.org/2016/10/news-dataset-available/
3https://paperswithcode.com/dataset/c4

https://anonymous.4open.science/r/fsap-attack-010F/
https://commoncrawl.org/2016/10/news-dataset-available/
https://paperswithcode.com/dataset/c4
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Target Queries and Documents. To conduct our experiments, we
selected queries from the TREC 2020 and TREC 2021 Health Mis-
information Tracks that have both helpful and harmful documents
annotated by human assessors. For each topic with available assess-
ments, we included up to 10 of the most helpful and up to 10 of
the most harmful documents, based on their preference codes as
described below.

For TREC 2020, we include documents with preference code 4,
since only these documents are relevant, correct, and credible. For
harmful documents, we selected those with a preference code of -2,
indicating they were judged as relevant, incorrect, and credible. Out
of the 46 available topics, only 22 had at least one helpful and one
harmful document, and topics lacking either were excluded from our
experiments. When more than 10 helpful documents (code 4) were
available for a topic, we randomly sampled 10. The same procedure
was applied to harmful documents. If more than 10 were available,
a random subset of 10 was selected. If fewer than 10 documents
were available, we used all available documents in that category. For
each topic, the human-annotated helpful and harmful documents
collectively form the ranking pool used in the re-ranking process.

For TREC 2021, documents with scores between 9 and 12 are
correct, credible, and relevant, with differing levels of credibility
and relevance. For harmful documents, those with scores -2 and -3
are credible, incorrect, and relevant with various levels of credibility
and relevance. If there were 10 or more documents with code 12, we
randomly selected 10 of those documents. If there are less than 10
documents with code 12, we randomly selected additional documents
from those with code 11, and so on, until we had 10 documents. For
topics that had less than 10 documents with a preference score of 9
or above, we used all available documents. A similar strategy was
used for selecting harmful documents, starting with those scored -3
and, if necessary, adding documents with score -2 to reach up to 10
harmful documents. Consequently, of the 35 topics, only 27 had at
least one helpful and one harmful documents. Consistent with TREC
2020, for each topic the helpful and harmful documents associated
with the query form its pool of ranking for the re-ranking process.

4.2 Models
Large Language Models. We employed two state-of-the-art LLMs
with varying parameter sizes to serve asM𝜃 for adversarial document
generation. These models include both open-source and API-based
systems, allowing us to assess their performance across baselines
and our proposed FSAP framework. We utilized OpenAI’s GPT-4o,
accessed via the OpenAI API, as a high-performance proprietary
model. For open-source alternatives, we included DeepSeek AI’s
DeepSeek-R1-claude3.7, a 14.8-billion-parameter model with the
Claude 3.7 Sonnet system prompt known for its efficiency and strong
reasoning capabilities despite its smaller size.
Neural Ranking Models (NRMs). To compare LLM-generated
harmful documents with their human-written helpful and harmful
counterparts within a pool of documents, we leveraged four dif-
ferent NRMs to rank these documents. Two of these NRMs are
well-established supervised re-ranking models: MonoBERT [25] and
MonoT5 [25]. The other two NRMs are zero-shot ranking models
built based on OpenAI embeddings: text-embedding-ada-002 and
text-3-embedding-small.

For re-ranking purposes, we represent the target query by com-
bining the text of topic’s query and description. Given the large
document sizes in the Common Crawl news collection and the C4
collection, we divide documents into chunks of 512 tokens with a
stride of 256 tokens. We determine the relevance score of the topic-
document pair used in the re-ranking process by considering the
maximum similarity score between the topic vector representation
and each chunk.

4.3 Evaluation Metrics
To assess the effectiveness of the LLM-generated adversarial doc-
uments, we employ a set of evaluation metrics that capture both
ranking performance and adversarial success.
Mean Help-Defeat Rate. This is the primary metric used in our
experiments, measuring the ability of adversarial documents to
outrank helpful documents. Given a set of 𝑛 helpful documents D+

𝑞

for a query 𝑞, and a set of𝑚 adversarial documents {𝑑−1 , 𝑑
−
2 , . . . , 𝑑

−
𝑚}

generated for the same query using a given attack method, we
can compute the fraction of helpful documents outranked by each
adversarial document 𝑑−

𝑗
as:

Help-Defeat Rate(𝑞,𝑑−𝑗 ) =
1
𝑛

𝑛∑︁
𝑖=1

1
{
R(𝑞, 𝑑−𝑗 ) > R(𝑞, 𝑑+𝑖 )

}
(1)

The Mean Help-Defeat Rate is then computed by averaging this
rate across all adversarial documents generated by the same method:

MHDR(𝑞) = 1
𝑚

𝑚∑︁
𝑗=1

Help-Defeat Rate(𝑞, 𝑑−𝑗 ) (2)

Intuitively, MHDR calculates how many helpful documents, on
average, are outranked by each adversarial document. A higher
MHDR indicates a more effective attack, which means that adversarial
document generated by the LLM are consistently ranked above
factual ones. This metric provides a fine-grained view of the ranking
manipulation potential of different adversarial strategies.
Stance Alignment Accuracy. To assess whether the LLM-generated
adversarial document contains the intended adversarial stance, we
employed GPT-4o using a zero-shot prompting approach to assess
the stance conveyed in the generated content. The prompt format is
available in our public repository.
Adversarial Detection Pass. One of the most important criteria for
evaluating adversarial documents is to investigate if they can evade
detection mechanisms and remain unflagged to preserve the attack
goal. For adversarial detection pass, we prompt GPT-4o to determine
if an adversarial content gets flagged as adversial or not. Higher
detection pass rate indicates a more successful attack because the
adversarial document has a higher chance of being exposed. The
prompt used for detectability is also available on our repository.

4.4 Baselines
To evaluate the effectiveness of our proposed FSAP framework, we
compare it against several strong baselines that represent current ap-
proaches to LLM-generated adversarial documents. These baselines
vary in their access to prior content and in the prompting strategies
used to generate harmful documents. The following methods are
used as comparative baselines in our experiments: (1) Rewriter
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Figure 2: MHDR of original harmful and adversarial documents generated by GPT-4o across different attack methods and neural
ranking models on the TREC 2020 and TREC 2021 datasets.

Attack [12, 15, 36] rewrites a known harmful document associated
with the query to enhance deception while preserving its original
stance and core claims. (2) Paraphraser Attack [12, 15, 36] gen-
erates stylistic rephrasings of a harmful passage associated with the
query to alter its surface form to improve its variability and reduce
the likelihood of detection. (3) Fact-Inversion Attack [26, 36]
transforms factual query-related statements in a helpful document
into misleading counterfactual claims by reversing or corrupting core
factual assertions. (4) Liar Attack is inspired by works on stance-
controlled generation [15, 26, 36]. This baseline provides the LLM
only with the target query, its description, and an adversarial stance
(e.g., unhelpful or helpful). The model will then generate a document
that promotes the specified stance without any supporting examples.
This setting tests the LLM’s ability to hallucinate adversarial content
conditioned solely on query-level metadata.

For each baseline method, we generate one adversarial document
for each helpful document based on its associated prompt format. Due
to space constraints, full template of baselines prompts is available
on our repository. We instantiate both variants of our proposed
framework, FSAPInterQ and FSAPIntraQ, using few-shot prompting
with 𝑘 ≤ 3 examples. For FSAPInterQ, we fix 𝑘 = 3 and sample
disjoint query-document pairs from unrelated topics. For FSAPIntraQ,
we use up to 3 harmful documents from the same query, if available.
Similar to baselines, we generate one document per helpful document
using few-shot harmful examples. Prompts are constructed using a
standardized natural language format interpretable by the LLM.

5 RESULTS AND FINDINGS
In this section, we evaluate the effectiveness of our proposed FSAP
framework through investigating four research questions (RQ) as
follows:

(1) How does the attack performance of FSAP compare to baseline
methods in terms of outranking factual helpful documents
across various neural ranking models?

(2) How do FSAP-generated documents compare to baseline meth-
ods in terms of stance alignment with the intended adversarial
content and their ability to evade adversarial detection?

(3) How does the size of the few-shot support set affect the
effectiveness of FSAP in generating high-ranking adversarial
documents?

(4) How does the effectiveness of FSAP-generated adversarial
documents vary across different LLMs used in the prompting
process?

5.1 Attack Performance Evaluation (RQ1)
To evaluate the effectiveness of our proposed FSAP framework in
adversarial ranking, we compare its ability to outrank factual helpful
documents against original harmful documents as well as baseline
generation methods. For this purpose, we employed GPT-4o to gen-
erate adversarial documents based on each of the attacking methods
prompt style. Figure 2 shows the Mean Help-Defeat Rate (MHDR)
results of original harmful documents and adversarial documents gen-
erated by each method for the TREC 2020 and TREC 2021 datasets
across four neural ranking models. The results demonstrate that both
FSAPIntraQ and FSAPInterQ achieve consistently strong performance,
often outperforming all baseline attacks and achieving comparable
effectiveness with the Liar Attack. Notably, FSAPInterQ reaches up
to 96.4% MHDR on TREC 2020 using text-3-embedding-small
and 97.2% on TREC 2021 using MonoT5. This demonstrates robust
generalization even when support examples are drawn from unrelated
query-document pairs.

Among baseline methods, the Fact-Inversion Attack shows
moderate success, with MHDR values in the 59–72% range. While it
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Figure 3: Comparison of stance alignment, detection pass rate, and MHDR across adversarial methods for TREC 2020 and TREC 2021.
Our FSAPInterQ method delivers the highest balance of attack performance, undetectability, and stance alignment among all methods.

outperforms shallow surface-level attacks, its performance remains
notably lower than both variants of FSAP and the Liar Attack,
suggesting that inverting factual claims alone may be insufficient to
reliably deceive neural rankers. The Liar Attack achieves slightly
higher MHDR in some cases (e.g., 99.2% in TREC 2020 with
text-embedding-3-small), its success is due to direct stance con-
ditioning without reference examples. In contrast, FSAP leverages
few-shot support examples to produce content that mirrors both the
structure and style of human-written harmful documents, which
makes it a more realistic and transferable threat model.

The rest of the Baselines, Rewriter and Paraphraser Attacks,
yield substantially lower MHDR values (often below 50%) and in
many cases perform even worse than the original human-written harm-
ful documents. This highlights the limitations of surface-level text
manipulations and underscores the value of contextualized prompting
in crafting persuasive and high-ranking adversarial content.

5.2 Stance Alignment and Detection Evasion (RQ2)
In this section, we assess the ability of different adversarial generation
methods to (1) generate documents aligned with an adversarial stance
and (2) evade detection by by LLMs. These two aspects are critical
for understanding the practical risks posed by adversarial documents
in realistic settings.

To evaluate stance alignment and adversarial detection pass, we
prompt GPT-4o using a standardized zero-shot template designed to
assess whether a given document reflects (1) the intended adversarial
stance and (2) contains adversarial detectable indicators that would

compromise the effectiveness of the attack. This prompt-based detec-
tion approach allows for consistent analysis across LLM-generated
documents by FSAP and baselines.

Figure 3 presents a comparative analysis of MHDR, stance align-
ment, and adversarial detection pass rate across FSAP and baselines
on TREC 2020 and TREC 2021. For each method, the MHDR value
is computed as the average across all four neural ranking models,
providing a holistic view of the method’s overall attack effective-
ness. FSAPIntraQ and FSAPInterQ demonstrate strong stance fidelity
by achieving 98.7% and 85.2% respectively on TREC 2021. In
terms of adversarial detection pass, FSAPInterQ shows a substantially
higher rate (94.3%) compared to the Liar Attack (83.4%), while
FSAPIntraQ remains similar to the Liar Attack (85.6% vs. 83.4%).
In addition, although the Liar Attack achieves near-perfect stance
alignment, it shows detection pass rates below 50% on TREC 2020
and 83.4% on TREC 2021. In contrast, FSAPInterQ achieves the
best overall balance, with a 93.2% MHDR and 82.9% and 94.3%
detection pass on TREC 2020 and TREC 2021, respectively.

To further analyze trade-off between attack effectiveness and not
being detected as adversarial content, Figure 4 plots each method in a
two-dimensional space defined by MHDR (x-axis) and detection pass
rate (y-axis). The top-right quadrant of each plot is the ideal region
that represents methods that are both highly effective and difficult
to detect. As shown, FSAPInterQ consistently occupies this optimal
region across both datasets, clearly outperforming all baselines in
combining high adversarial strength with undetectability. In contrast,
the Liar Attack, although competitive in terms of MHDR, appears
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Figure 4: Scatter plot of attack effectiveness (Mean Help-Defeat
Rate) vs. adversarial document detection pass rate for various
methods on TREC 2020 and TREC 2021.
in the bottom-right quadrant, indicating low adversarial detection
pass. Simpler baselines such as Rewriter and Paraphraser Attack
fall in the higher-left region, which shows weak attack capability
with modest undetectability.

The results demonstrate the advantage of our proposed few-shot
prompting approach in producing adversarial documents that are not
only aligned and rhetorically rich, but also evasive to LLM-based
adversarial content detection. In particular, FSAPInterQ is the most
effective and realistic attack model, achieving high impact while
remaining difficult to filter or flag that could preserve attack goals
and be exposed to users on top of the ranked list.

5.3 Impact of Support Set Size (RQ3)
In this section, we explore how the number of few-shot support
examples 𝑘 affects the adversarial effectiveness of FSAPInterQ. For
this purpose, We experimented with different values of support
set size 𝑘 ∈ {1, 3, 5, 7, 9, 10} and computed the MHDR for each
setting across the four target NRMs over both datasets. The results
of the experiment are presented in Figure 5. As shown in the figure,
the support set size leads to improved MHDR, particularly in the
lower range (1 to 5 examples). This trend indicates that few-shot
prompting quickly enhances the LLM’s ability to generate more
effective adversarial content. However, the improvements plateau
beyond support size 5, with only marginal gains or slight fluctuations
observed. For example, on TREC 2021, MHDR rises rapidly as the

support set size increases from 1 to 5 and then it stabilizes near
94–98% across all rankers. These findings suggest that a support
set of five examples is generally sufficient to reach near-optimal
adversarial performance. Note that we could only run this experiment
for FSAPInterQ, as it was not feasible to run the same evaluation
for FSAPIntraQ due to the variable and limited number of harmful
documents available per query.

5.4 Impact of Choice of LLM (RQ4)
In RQ4, we are interested in assessing how the choice of LLM used
for adversarial generation affects the attack effectiveness (MHDR),
stance alignment, and detection pass rate of the adversarial docu-
ments. This analysis focuses on the best-performing baseline method
(Liar Attack) and our most effective approach (FSAPInterQ). Fig-
ure 6 provides the results for adversarial documents generated
by the DeepSeek-R1-claude3.7 model on both collections. On
TREC 2021, adversarial documents generated using FSAPInterQ
with DeepSeek achieve high MHDR, ranging from 93.4% to 99.6%
across all the four NRMs. This pattern closely match with GPT-4o-
generated FSAP documents. However, stance alignment is noticeably
lower for DeepSeek (75.1%) than for GPT-4o (85.2%), which indi-
cates a weaker stance fidelity. In contrast, DeepSeek shows superior
detection evasion as 96.5% of its FSAP-generated documents are not
detected as adversarial, compared to GPT-4o’s 94.3%. When com-
paring DeepSeek’s Liar Attack generation to its FSAP counterpart,
we can observe higher stance alignment (74.7%) but lower detection
pass rate (92.6%). This shows the trade-off between direct stance
conditioning and prompt-based contextual generation.

On TREC 2020, DeepSeek again maintains strong ranking effec-
tiveness for FSAPInterQ (MHDRs above 94.9%) but shows substan-
tially lower stance alignment (31.1%) compared to GPT-4o (67.9%).
However, its detection pass rate is significantly higher at 97.9%, out-
performing GPT-4o (82.9%). In contrast, DeepSeek’s Liar Attack
yields higher stance fidelity (35.2%) but achieves a lower detection
pass rate (87.6%). We observe that while GPT-4o remains the most
effective LLM for adversarial generation in terms of stance fidelity
and MHDR, the DeepSeek model achieves a highly competitive
balance by offering near-equivalent attack performance with even
greater undetectability. This demonstrates that high-impact adver-
sarial attacks can be launched using smaller or open-access models
without significant compromise in effectiveness.

These results of RQ4 confirm that our method, particularly
FSAPInterQ, generalizes well across LLMs. Regardless of the un-
derlying generator, FSAPInterQ consistently produces high-ranking
adversarial documents, with robustness to shifts in stance alignment
and and exhibiting a high detection pass rate. In contrast, the most
effective baseline attack, namely Liar Attack, demonstrates greater
sensitivity to the generator choice, as evidenced by variable per-
formance in stance alignment and significantly lower adversarial
detection pass. The consistency of FSAPInterQ across two architec-
turally distinct LLMs demonstrates that our few-shot adversarial
prompting strategy is not overly reliant on specific LLM behavior or
memorized patterns.

6 CONCLUDING REMARKS
This paper introduced FSAP, a few-shot adversarial prompting frame-
work for generating adversarial documents that are able to deceive
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Figure 5: Impact of support set size on MHDR for FSAPInterQ generated documents, evaluated across four ranking models on the TREC
2020 and TREC 2021 datasets.

Figure 6: Comparison of MHDR, stance alignment, and adversarial detection pass across NRMs for adversarial documents generated
by the DeepSeek-R1-claude3.7 model on TREC 2020 and 2021.

NRMs. Unlike prior attack strategies focused on token-level perturba-
tion or rewriting, FSAP exploits the in-context learning capabilities of
large language models to synthesize realistic, query-conditioned ad-
versarial documents using a small set of harmful exemplars. Through
rigorous evaluation on two high-stakes TREC datasets, two distinct
LLMs, and diverse NRMs, we showed that FSAPInterQ consistently
achieves high attack effectiveness, strong stance alignment, and high
undetectability, hence demonstrating its viability as a generalizable
and transferable threat model.

As future work, we are interested in expanding the current work
in at least two directions:

• Adversarial generalization theory in in neural ranking models:
We aim to develop a theoretical framework that characterizes

the conditions under which adversarial documents generated
via few-shot prompting remain effective across diverse queries,
ranking models, and LLM architectures. This includes ana-
lyzing transferability under distributional shift and deriving
generalization guarantees grounded in adversarial risk [28].

• Game-Theoretic modeling of detection and evasion dynamics:
We plan to formalize the interaction between adversarial
generation and detection mechanisms as a game-theoretic
problem. By modeling the attacker–defender dynamics, we
can study equilibrium strategies that balance attack strength
and evasion, enabling design of more robust and anticipatory
defenses against few-shot adversarial prompting.
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