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Abstract

We introduce ROKSANA, an open-source Python toolkit designed
to support research in graph-based keyword search under adversar-
ial settings. ROKSANA provides a modular environment for dataset
handling, graph neural network (GNN)-based retrieval, and adver-
sarial attack modeling, enabling systematic evaluation of search
robustness. The framework integrates built-in retrieval and attack
methods while allowing seamless customization of search algo-
rithms and perturbation strategies. Users can benchmark perfor-
mance on a centralized leaderboard, generate reproducible evalua-
tion reports, and explore ranking behaviors through an interactive
web-based visualization interface. By centering around reproducibil-
ity, extensibility, and collaborative benchmarking, ROKSANA serves
as a comprehensive platform for advancing robust and interpretable

keyword search in graphs. This demonstration will showcase ROKSANA’s

capabilities in real-time, illustrating its impact on experimental
workflows and adversarial robustness analysis in graph IR research.

CCS Concepts

« Computing methodologies — Learning latent representa-
tions; « Mathematics of computing — Graph algorithms; « In-
formation systems — Retrieval models and ranking.
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1 Introduction

Graph-based keyword search is a critical problem in information
retrieval (IR) and network analysis, enabling the retrieval of seman-
tically relevant nodes from large, structured graphs [5]. Despite
extensive research, the field lacks a standardized, extensible frame-
work that integrates dataset preprocessing, graph representation
learning, search customization, adversarial robustness analysis, and
systematic evaluation. This fragmentation hinders reproducibility,
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limits comparative assessments, and impedes the development of
robust graph search techniques.

We present ROKSANA!, an open-source Python-based frame-
work that unifies these essential components into a cohesive, mod-
ular system. Available as a PyPI package (pip install roksana?),
ROKSANA provides end-to-end support for graph-based keyword
search, incorporating graph neural network (GNN)-driven retrieval
methods (GCN[6], GAT [10], GraphSAGE [4]) and adversarial per-
turbation models (Random, Viking [3], PageRank [1], Degree-based
attacks) to analyze search robustness under node demotion and pro-
motion scenarios. The framework facilitates standardized dataset
handling, supporting both built-in corpora (Cora [7], Citeseer [8],
Pubmed [9]) and user-provided graphs, with automated preprocess-
ing pipelines to ensure consistency across experiments.

Beyond retrieval and attack modeling, ROKSANA offers a struc-
tured evaluation module that generates downloadable performance
reports, a benchmarking leaderboard to compare retrieval models
against state-of-the-art baselines, and an interactive visualization
tool® for in-depth analysis of graph search behavior. These capabil-
ities establish ROKSANA as a comprehensive, extensible platform
for advancing research in graph-based keyword search and adver-
sarial robustness.

The demo intends to present to the audience detail ofs the archi-
tectural design and functional capabilities of ROKSANA, demon-
strate its application through representative use cases, and discuss
its impact on the development of more resilient and interpretable
graph retrieval systems. As a demo, we intend to offer an interactive,
hands-on experience that allows researchers and practitioners to
engage directly with ROKSANA’s functionalities. Attendees will ob-
serve how the framework streamlines dataset preparation, keyword-
based retrieval using graph neural networks, and adversarial attack
simulations, providing real-time insights into the robustness and ef-
fectiveness of different retrieval strategies. The demo will showcase
key features, including dataset ingestion, query execution, attack
simulations, benchmarking via the leaderboard, and interpretability
tools for visualizing search perturbations.

ROKSANA represents a timely and significant contribution to
the information retrieval (IR) community. As graph-based retrieval
continues to grow in relevance, particularly in domains such as
scientific literature search, knowledge graphs, and recommenda-
tion systems, there is a strong need for standardized, reproducible
methodologies that support both retrieval effectiveness and robust-
ness analysis. By integrating graph neural network-based search
with adversarial attack modeling, ROKSANA enables researchers
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Figure 1: Inheritance Hierarchy for classes in ROKSANA python package.

to systematically evaluate vulnerabilities in retrieval systems, a
crucial aspect as real-world applications increasingly encounter
adversarial manipulations.

Furthermore, the framework lowers the barrier to entry for new
researchers by providing preprocessed datasets, built-in retrieval
models, and structured evaluation tools, supporting systematic
experimentation and enabling reproducibility. Its extensible design
encourages contributions from the IR community, allowing for the
integration of novel retrieval architectures, adversarial strategies,
and evaluation metrics. Through this demo, we aim to provide the
IR community with a practical, scalable, and extensible platform
that not only facilitates cutting-edge research but also establishes
a standardized framework for evaluating and improving graph
retrieval systems.

2 Toolkit Overview

ROKSANA is a modular and extensible toolkit designed to support
research in graph-based keyword search and adversarial robustness
analysis. It is accessible via pip install roksana and provides
an integrated environment for dataset handling, graph-based re-
trieval, adversarial attack simulations, evaluation, benchmarking,
and visualization. Each module operates independently yet seam-
lessly integrates into the overall framework, ensuring flexibility
for researchers with diverse experimental needs. The inheritance
hierarchy for ROKSANA's core classes is depicted in Figure 1.

At the core of ROKSANA, the data module facilitates struc-
tured data ingestion and preprocessing. It supports built-in datasets
such as Cora [7], Citeseer [8], and Pubmed [9], along with user-
defined graphs in a format compatible with Torch Geometric [2].
Researchers can transition from raw data to structured graph rep-
resentations with minimal effort, enabling them to focus on higher-
level retrieval and analysis tasks rather than extensive data wran-
gling. ROKSANA further allows users to partition datasets into
training, testing, and search subsets, ensuring consistency in exper-
imentation and evaluation.

The search module enables efficient keyword-based retrieval us-
ing graph neural network (GNN)-generated embeddings. ROKSANA

provides implementations of GCN [6], GAT [10], and GraphSAGE [4],
allowing nodes to be represented based on structural and semantic
properties. Keyword queries are processed by computing similarity
scores between query embeddings and node representations, facili-
tating ranking and retrieval. Users can also define custom search
methods by extending the SearchMethod interface, enabling inte-
gration of domain-specific heuristics. Additionally, custom search
methods can be registered within the framework for reuse, support-
ing modular experimentation across projects.

To evaluate search robustness, the attack module implements
adversarial perturbations that manipulate graph structures, sim-
ulating realistic threats to retrieval models. ROKSANA provides
built-in attack strategies, including Random, Viking [3], PageRank-
based [1], and Degree-based node modifications, which influence
search rankings through node demotion and promotion. A key con-
tribution of the toolkit is the ability to define and integrate custom
attack strategies, allowing researchers to systematically benchmark
their adversarial techniques against established baselines. This mod-
ule is critical for analyzing vulnerabilities in graph search models
and devising defense mechanisms.

ROKSANA incorporates a comprehensive evaluation module
to ensure reproducible assessment of retrieval and adversarial im-
pact. Standard ranking metrics such as hit@k, recall@k, and rank
shift value are provided to quantify search effectiveness and robust-
ness. The module automatically generates downloadable reports
in CSV, JSON, and Pickle formats, enabling seamless documenta-
tion of experimental results. Built-in pipelines facilitate large-scale
comparisons across datasets, search methods, and attack strategies,
ensuring methodical and consistent evaluation.

A distinctive feature of ROKSANA is its leaderboard and bench-
marking system, designed to favor transparency and collabora-
tive progress. Researchers can submit results based on predefined
dataset splits and compare their performance against baseline meth-
ods and state-of-the-art models integrated into the toolkit. This
promotes a standardized framework for benchmarking, helping
the community identify strengths and weaknesses in retrieval ap-
proaches while encouraging reproducibility and innovation.
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To support interpretability, ROKSANA provides an interactive
visualization tool, offering researchers an intuitive means of ex-
ploring graph structures, embeddings, and search results. Users can
analyze retrieval behaviors under various attack scenarios, observe
ranking changes, and gain qualitative insights into how different
search methods respond to adversarial perturbations. By bridg-
ing numerical evaluation with visual exploration, this module aids
in refining retrieval algorithms and enhancing the robustness of
graph-based search models.

Overall, ROKSANA serves as an end-to-end research toolkit,
addressing key challenges in graph keyword search while ensuring
extensibility, reproducibility, and ease of experimentation. Through
this demo, attendees will gain hands-on experience with its modular
capabilities, from data processing and search execution to adversar-
ial evaluation and visualization, showcasing its potential to advance
research in information retrieval and adversarial graph learning.

3 Demonstrating Use Cases

To illustrate ROKSANA’s capabilities, we present three key use
cases: baseline retrieval experiments, adversarial robustness evalu-
ation, and the integration of custom search and attack methods.

A fundamental use case involves executing a baseline keyword
search experiment on the Cora [7] dataset. With a single command,
users can load the dataset and partition it into training and testing
subsets. A GCN [6] model is trained to generate node embeddings,
which serve as the foundation for keyword-based retrieval. The
trained model enables ranking nodes based on their similarity to a
given query embedding, allowing users to execute retrieval with
minimal setup. The following code demonstrates the streamlined
execution of this process:

Listing 1: Baseline Search with GCN
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Listing 2: Applying Viking Attack

from roksana.attack_methods import
get_attack_method
viking=get_attack_method('viking',data=data,
perturbations=2)
for g in queries:
viking.attack(q,2)
gcn_after=get_search_method('gcn',data=data, epochs

=10,1r=0.01)
ev=Evaluator(gcn,gcn_after ,[5])
ev.evaluate (queries,golds, 'eval', 'gcn_viking.csv')

To support extensibility, ROKSANA allows researchers to define
custom search and attack methods, integrating them into the evalu-
ation and benchmarking pipeline. A researcher may implement a
novel retrieval strategy by extending the SearchMethod interface,
incorporating domain-specific heuristics or specialized learning
techniques. Similarly, custom attack strategies can be implemented
to study new forms of adversarial influence on retrieval models.
These user-defined methods seamlessly integrate with ROKSANA’s
evaluation framework, enabling comparative assessment against
built-in search and attack strategies. The example below illustrates
the creation of a custom search and attack method:

Listing 3: Custom Search & Attack

from roksana.datasets import load_dataset,
prepare_test_set

from roksana.search_methods import
get_search_method

from roksana.evaluation import Evaluator

data=load_dataset('cora', 'data/"')[0]
queries,golds=prepare_test_set(data,0.1,123)
gcn=get_search_method('gcn',data=data,epochs=10,1r

=0.01)
res=gcn.search(data.x[queries[0]], top_k=5)
print("Retrieved:", 6 res)
ev=Evaluator(gcn,gcn,[5])
ev.evaluate(queries,golds, 'eval', 'gcn.csv')

from roksana.search_methods.base_search import
SearchMethod

from roksana.attack_methods.base_attack import
AttackMethod

class MySearch(SearchMethod):
def search(self,qf,top_k=5):return range(top_k
)
my_srch=MySearch (data=data)
print ("Custom:" ,my_srch.search(data.x[queries

[e11,5))

class MyAttack (AttackMethod):
def attack(self,node,p=1):return {"changed":
node }
my_atk=MyAttack (data=data)
print("Attack:",my_atk.attack(queries[0],3))

Beyond basic retrieval, ROKSANA facilitates adversarial robust-
ness studies by enabling attack simulations on keyword search
results. Users can assess how retrieval models respond to pertur-
bations in the underlying graph structure. For instance, applying
a Viking attack [3] to the Citeseer [8] dataset modifies node im-
portance, influencing search rankings. By running the evaluation
module before and after the attack, researchers can quantify the
impact using metrics such as hit@k, recall@k, and rank shift values.
The following example demonstrates how an attack is applied and
how retrieval effectiveness is reassessed post-perturbation:

Through these use cases, ROKSANA demonstrates its flexibility
as a research toolkit for graph-based keyword search. The frame-
work streamlines experimental workflows, provides robust evalu-
ation tools, and facilitates adversarial robustness studies, making
it an essential resource for researchers working in information
retrieval and graph learning.

3.1 Leaderboard and Benchmarking

The leaderboard feature in ROKSANA provides a structured bench-
marking environment for keyword search and adversarial attack

methods, ensuring transparency, reproducibility, and comparability

across different approaches. By standardizing evaluation settings

and datasets, the leaderboard enables researchers to systematically

assess retrieval effectiveness and adversarial robustness under con-
sistent conditions.
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Figure 2: Screenshot of the user interface of the visualization
module for graph search and attack tasks.

Users can execute search and attack pipelines locally, compute
evaluation metrics using ROKSANA'’s evaluation module, and sub-
mit their results to a centralized leaderboard. Each submission
includes key performance indicators such as hit@k, recall@k, and
rank shift values, which quantify both retrieval quality and suscep-
tibility to perturbations. Once uploaded, the results are integrated
into a publicly accessible leaderboard that ranks methods based
on their performance, allowing users to directly compare their ap-
proaches against existing baselines and state-of-the-art techniques.

Seamlessly integrated with the evaluation module, the leader-
board simplifies the submission process, requiring only a few lines
of code to upload results. The following example demonstrates how
a user interacts with the leaderboard:

Listing 4: Leaderboard Submission

from roksana.leaderboard import LeaderboardClient
res=ev.get_all_results()
cli=LeaderboardClient('https://tools.1s3.rnet.
torontomu.ca/adversarialgraphs/leaderboard',
API_KEY')
cli.submit_result('user123',{'score':res[0]["
Hit@k_before_attack'1})
lb=cli.get_leaderboard()
print("Leaderboard:",1b)

Once submitted, the leaderboard’s web interface displays ranked
methods, corresponding evaluation metrics, and user contributions,
offering a centralized reference point for measuring progress in
graph-based keyword search and adversarial retrieval resilience.
Through this framework, ROKSANA establishes a community-
driven benchmarking ecosystem that advances the state of research
in robust and interpretable information retrieval.

3.2 Visualization

ROKSANA provides an interactive web-based application? de-
signed to facilitate the exploration and analysis of graph-based
keyword search and adversarial perturbations. Through an intu-
itive web interface (Figure 2), users can interactively examine how
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different datasets, retrieval models, and attack strategies influence
search results.

The platform allows users to select from built-in datasets, includ-
ing Cora [7], Citeseer [8], and Pubmed [9], or upload their own
graph data in a compatible format. Once a dataset is chosen, users
can apply various retrieval models such as GCN [6], GAT [10],
and GraphSAGE [4] to generate node embeddings and execute
keyword-based search queries. The system supports both default
retrieval methods and user-defined search algorithms, enabling
flexible experimentation with novel approaches.

To assess the impact of adversarial interventions, users can apply
built-in attack strategies, including Random, Viking [3], PageRank-
based [1], and Degree-based attacks. Additionally, the framework
allows the integration of custom attack models, providing a con-
trolled environment for stress-testing retrieval performance. The
visualization module enables real-time observation of ranking shifts
induced by these perturbations, offering a direct way to evaluate
search robustness.

Beyond retrieval and attack analysis, the interface displays evalu-
ation metrics such as hit@Kk, recall@k, and rank shift values before
and after attack application. Users can dynamically adjust query
parameters, explore ranking distributions, and visually inspect how
adversarial modifications alter node importance in the graph struc-
ture. Furthermore, the dashboard integrates with the ROKSANA
leaderboard, allowing users to compare their method’s performance
against state-of-the-art baselines and community-submitted results
in a reproducible and structured manner.

By providing an interactive and visually driven approach, the
ROKSANA visualization module reduces reliance on static evalu-
ation reports, allowing researchers to gain deeper, more intuitive
insights into search behaviors. Instead of merely analyzing numeri-
cal results, users can experiment with different configurations in
a real-time environment, offering a more exploratory and inter-
pretable workflow.

4 Concluding Remarks

In this demo paper, we have introduced ROKSANA, an open-source
and extensible toolkit designed to facilitate research in graph-based
keyword search by integrating data handling, retrieval, adversar-
ial attack modeling, evaluation, leaderboard benchmarking, and
interactive visualization into a unified framework. By offering built-
in retrieval and attack methods alongside extensible interfaces,
ROKSANA enables researchers to conduct systematic, reproducible,
and scalable experiments while lowering the barrier to exploring
robustness in keyword search.

This demonstration will highlight how ROKSANA streamlines
experimental workflows, facilitates comparative evaluation, and
fosters collaboration through its leaderboard-driven benchmarking.
By providing an interactive environment where users can exe-
cute search queries, apply adversarial perturbations, visualize rank-
ing effects, and submit their results for community comparison,
ROKSANA establishes itself as a practical and impactful tool for
both academic research and real-world applications in network
analysis. Through hands-on engagement, attendees will experience
how ROKSANA enables systematic exploration of graph retrieval
methods.
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